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To Our Valued Business Partners,

As previously reported on May 18, 2026, Mash Co., Ltd. confirmed that it was subject to unauthorized
access by a third party on May 13, 2026.

Under the guidance of external experts, we are currently conducting an internal investigation through

our Information Security Committee, while simultaneously proceeding with a forensic investigation by
an independent external cybersecurity firm. We would like to provide an update on the status of these

investigations.

1) Occurrence and Detection of the Unauthorized Access
- Date and time of occurrence: May 13, 2026, at approximately 11:00 a.m.

- Date and time of detection: May 13, 2026, at approximately 4:00 p.m.

2) Overview of the Unauthorized Access

On Wednesday, May 13, 2026, we confirmed that groupware used by our employees was subject to
unauthorized access, originating from a phishing email disguised as being sent by an overseas company.
It was determined that the attacker obtained access tokens for the groupware system and used them to
access users’ email accounts and related email data.

Please note that the unauthorized access was blocked on the same day it occurred.

3) Summary of the Current Investigation Status

According to the report from an external forensic investigation firm, the unauthorized access affected
four individual employee accounts. The scope of the impact has been identified as email data (*1) from
these four accounts for a certain period.

At this time, no intrusion into systems or data other than email has been confirmed. Details regarding
the number of affected emails, the specific time period, and the content involved remain under
investigation.

(*1) Email data includes email body content, sender and recipient information, and attachments.

4) Outlook for Further Investigation and Future Disclosures
While the schedule may change depending on the progress of the investigation, we currently plan to
provide our next update in mid-July.

Business partners whose information may have been affected by this incident will be contacted



individually as soon as the relevant investigation results become available.

In light of this situation, we kindly ask you to remain vigilant regarding any suspicious communications
or emails.
We sincerely apologize for the concern and inconvenience this matter may cause to our business partners

and all related parties.

B Contact Information

Inquiry Desk for This Matter: Business Management
DivisionTelephone: +81-6-6377-1230 (Main)
Business hours: weekdays 10:00-18:00 (JST)

Email address: contact@mash-japan.com

June 18, 2026
Mash Co., Ltd.
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